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Virtual Uncertainty: Developments in the Law of
Electronic Payments and Financial Services
By Stephen T. Middlebrook* and Sarah Jane Hughes**

I.

INTRODUCTION

The past year has seen significant legal changes concerning electronic payments and financial services. Some have resolved ambiguity, while others have
increased uncertainty for those operating in these areas. Part II of this survey
covers developments relating to virtual currencies, undoubtedly the most controversial and significant area this year. Part III looks at the efforts of the Consumer
Financial Protection Bureau ("CFPB") to tweak the cross-border remittance
transfer rule that the 2012 survey discussed.' Part IV reviews the CFPB's first
use of its preemption authority in determinations that void parts of Tennessee's
gift card escheat law, 2 while leaving a similar Maine law 3 in force.' Part V briefly
covers the first enforcement action by the Federal Deposit Insurance Corporation
("FDIC") against a bank for unsafe and unsound banking practices, unfair or
deceptive practices, and more in connection with its prepaid card business.5
Part VI sets forth some conclusions about the manner in which the federal government appears to be approaching the regulation of e-payments and financial
services.

* Stephen T. Middlebrook is the General Counsel of FSV Payment Systems, Inc., a prepaid processor and program manager. Prior to joining FSV, he was Senior Counsel at the U.S. Department of
the Treasury, Financial Management Service. He is the current co-chair of the Electronic Payments
and Financial Services Subcommittee of the Cyberspace Law Committee. He can be reached at
stm@aol.com. The views contained in this survey are his and may not reflect the views of his
employer.
** Sarah Jane Hughes is the University Scholar and Fellow in Commercial Law at the Maurer
School of Law at Indiana University. She is a former co-chair of the Electronic Payments and Financial Services Subcommittee of the Cyberspace Law Committee and that Committee's current publications chair. She can be reached at sjhughes@indiana.edu. The views contained in this survey do not
reflect the views of the Maurer School of Law or the Trustees of Indiana University.
1. Sarah Jane Hughes, L'Embarras du Choix: A Year of Developments in the Laws Affecting Remittance
Transfers, Credit Cards, and Certain Prepaid Cards, 68 Bus. LAw. 233 (2012).
2. TENN. CODE ANN. § 66-29-135(a) (2004)
3. ME. REv. STAT.ANN. tit. 33, §§ 1961(2), 1962 (2012).
4. Electronic Fund Transfers; Determination of Effect on State Laws (Maine and Tennessee), 78
Fed. Reg. 24386, 24390 (Apr. 25, 2013).
5. See infra notes 79-87 and accompanying text.
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RECENT DEVELOPMENTS IN THE REGULATION OF
VIRTUAL CURRENCIES

The legal landscape for virtual currencies remained undisturbed from when
we last wrote about the subject in 20086 until early 2013, when both regulators
and law enforcement turned their attention to these alternative payment systems.
Their actions were likely influenced by growing usage of virtual currencies, especially Bitcoin.' The Financial Crimes Enforcement Network ("FinCEN") issued
guidance clarifying the application of anti-money laundering rules to virtual currencies ("FinCEN Guidance").' That guidance was followed by two significant
law enforcement actions. First, the Department of Homeland Security ("DHS")
seized funds belonging to Mt. Gox, a major Bitcoin exchange.' Shortly thereafter,
the Department of Justice ("DOJ") indicted Liberty Reserve, a major international
digital currency company, and its principals, on charges of money laundering.' 0
Subpart A of this section evaluates the FinCEN Guidance. Subpart B covers
DHS's seizure of Mt. Gox's funds; and Subpart C covers the DOJ's indictment
of Liberty Reserve.

A. FINCEN ISSUES NEw

GUIDANCE ON VIRTUAL CURRENCIES

On March 18, 2013, FinCEN issued interpretive guidance clarifying the application of the Bank Secrecy Act to virtual currencies." FinCEN had previously
promulgated regulations governing money services businesses ("MSBs"), including currency exchanges and money transmitters, which are obligated to comply
with registration, record-keeping, and other requirements ("MSB Rule").12 This
new guidance attempts to clarify if and when participants in virtual currency
transactions might be engaging in "money transmission" and thus subject to
the MSB Rule.

6. Patricia Allouise, Sarah Jane Hughes & Stephen T. Middlebrook, Developments in the Laws Affecting Electronic Payments and Stored-Value Products: A Year of Stored-Value Bankruptcies, Significant
Legislative Proposals, and Federal Enforcement Actions, 64 Bus. LAw. 219 (2008) [hereinafter 2008
Survey].
7. Bitcoin is a virtual currency that is supported by a peer-to-peer network and has no central
issuing authority. See generally EUR. CENT. BANK, VIRTUAL CURRENCY
SCHEMEs 21-26 (Oct. 2012), avail-

able at http://www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemes2012lOen.pdf.
8. Fin. Crimes Enforcement Network, U.S. Dep't of the Treasury, Application of FinCEN's
Regulations to Persons Administering, Exchanging, or Using Virtual Currencies, FIN-2013-GO01
(Mar. 18, 2013) [hereinafter FinCEN Guidance], available at http://www.fincen.gov/statutes-regs/
guidance/pdflFIN-2013-GOO1.pdf.
9. Joe Mullin, Feds Seize Money from Dwolla Account Belonging to Top Bitcoin Exchange Mt. Gox, ARs
TECHNICA (May 14, 2013, 5:55 PM), http://arstechnica.com/tech-policy/2013/05/feds-seize-moneyfrom-top-bitcoin-exchange-mt-gox/.
10. Press Release, U.S. Attorney's Office, Manhattan U.S. Attorney Announces Charges Against
Liberty Reserve, One of World's Largest Digital Currency Companies, and Seven of Its Principals
and Employees for Allegedly Running a $6 Billion Money Laundering Scheme (May 28, 2013), available at http://www.justice.gov/usao/nys/pressreleases/Mayl3/LibertyReservePR.php.
11. FinCEN Guidance, supra note 8, at 1.
12. Bank Secrecy Act Regulations; Definitions and Other Regulations Relating to Money Services
Businesses, 76 Fed. Reg. 43585 (July 21, 2011) (to be codified at 31 C.F.R. pts. 1010, 1021 & 1022).
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FinCEN begins its guidance by distinguishing "real" currency from "virtual"
currency. Real currency is the coin and paper money of the United States, or another country, that has the status of legal tender in the country of issue.' 3 Virtual
currency does not have legal tender status and thus is not real currency. Some
virtual currency, however, has an equivalent value in real currency or may be
used as a "substitute" for real currency, and FinCEN deems this "convertible virtual currency."' 4 FinCEN is not explicit on this point, but presumably a virtual
currency such as Bitcoin that can be exchanged for real currency would constitute a convertible virtual currency.
Because convertible forms of virtual currency may "substitute" for real currency, a transaction in these virtual currencies may qualify as a "money transmission." FinCEN defines "money transmission" as "the acceptance of currency,
funds, or other value that substitutes for currency from one person and the
transmission of currency, funds, or other value that substitutes for currency to
another location or person by any means."' 5 Whether a particular entity is or
is not a "money transmitter" is "a matter of facts and circumstances," but the
rules set forth a number of specific exemptions.1 6 A person who takes a convertible virtual currency from one person and then transmits that convertible virtual
currency to another person or location would be a "money transmitter," according to the FinCEN Guidance.' 7
The FinCEN Guidance next divides participants in virtual currency arrangements into three categories: users, exchangers, and administrators.' 8 "Users" obtain virtual currency in order to purchase real or virtual goods and services.1i
"Exchangers" engage in the exchange of virtual currency for real or virtual currency as a business. 20 "Administrators" engage in the business of issuing and redeeming virtual currency. 2 1 Users are not MSBs because they do not transmit
the value of funds to another person or location.22 An exchanger or administrator will be a "money transmitter" if it (1) accepts and transmits a convertible virtual currency between persons or from one location to another,23 or (2) buys or
sells convertible virtual currency, unless, in either case, an exemption applies.2
An intermediary that accepts and transmits funds solely for the purpose of completing a bona fide purchase or sale of currency-real or virtual-is exempt and
will not be treated as a "money transmitter."2 5 However, FinCEN views an

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.

FinCEN Guidance, supra note 8, at 1.
Id.
31 C.F.R. § 1010.100(ff)(5)(i)(A) (2013) (defining "money transmission services").
Id. § 1010 100(ff)(5)(i)(B)(ii).
FinCEN Guidance, supra note 8, at 3.
Id. at 2.
Id.
Id.
Id.
Id.
Id. at 4.
Id. at 3.
Id.
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exchange that takes funds from a user and then transmits those funds to the
user's account at the administrator to be engaged in "money transmission." 26
In a virtual currency system such as Bitcoin, which operates without a central
administrator, a person who creates units of the virtual currency (a "miner" in
Bitcoin parlance) and uses it to purchase real or virtual goods is merely a user
and would not be a "money transmitter."2 1 In contrast, FinCEN clarifies that
"a person that creates units of convertible virtual currency and sells those
units to another person for real currency or its equivalent is engaged in transmission to another location and is a money transmitter. "28 Thus, a Bitcoin "miner"
who creates and sells Bitcoins for real currency is apparently a "money transmitter." However, FinCEN's definitions of both an "exchanger" and an "administrator"
contain the phrase "engaged as a business," 29 which is not defined. It is unclear at
what point an entity participating in the virtual currency market would be deemed
to be "engaged as a business," and thus it is difficult to advise when the MSB Rule
begins to apply.
While the FinCEN Guidance does not specifically reference Bitcoin, the applicable rules have drawn criticism from Bitcoin proponents. For example, Patrick
Murck, legal counsel for the Bitcoin Foundation that promotes use of the virtual
currency, said that the FinCEN Guidance "would be infeasible for many, if not
most, members of the Bitcoin community to comply with." 30 At least three
"exchanges" that traded Bitcoins shut down shortly after the new guidance
was issued. 3 1 Treasury Undersecretary David Cohen stated that virtual currency
exchanges that comply with the law "have nothing to fear from Treasury."32
Given compliance challenges, however, those exchanges are unlikely to find
much comfort in Cohen's statement.

B.

HOMELAND SECURITY SEIZES FUNDS HELD BY
BITCOIN EXCHANGE MT. Gox

On May 14, 2013, DHS obtained a seizure warrant directed to Dwolla, an
Iowa-based internet payments company, ordering the seizure and forfeiture of
an account belonging to Mutum Sigillum, LLC.3 3 According to the affidavit of
26. See id. at 4.
27. See id. at 5. How one obtains virtual currency may be described using various terms-such as
"mining"-depending on the specific virtual currency model. See id. at 2 n.7.
28. Id. at 5.
29. Id. at 2.
30. Jeffrey Sparshott, Web Money Gets Laundering Rule, WALL ST. J. (Mar. 21, 2013), http://online.
wsj.com/article/SB10001424127887324373204578374611351125202.html.
31. Jon Matonis, FinCEN's New Regulations Are Choking Bitcoin Entrepeneurs, AM. BANKER
(Apr. 25,
2013, 10:00 AM), http://www.americanbanker.com/bankthink/fincen-regulations-choking-Bitcoinentrepreneurs-1058606- 1.html.
32. Liberty Reserve Case No Comment on e-Currency Exchangers, UNITED PRESS
INT'L (May 29, 2013,
3:30 AM), http://www.upi.com/Business News/2013/05/29/US-Liberty-Reserve-case-no-comment-one-currency-exchangers/UPI-50571369812600/.
33. Seizure Warrant at 1, In re Contents of One Dwolla Account, No. 13-1162 SKG (D. Md.
May 14, 2013), available at http://cdn.arstechnica.net/wp-content/uploads/2013/05/Mt-Gox-DwollaWarrant-5-14-13.pdf; see also Mullin, supra note 9.

The Law of Electronic Payments and FinancialServices

267

a federal agent filed with the warrant application, Mutum Sigillum is the U.S.-based
subsidiary of Mt. Gox, which is the world's largest Bitcoin exchange and which is
based in Japan." The affidavit stated that a confidential informant residing in
Maryland established an account at Dwolla that he used to fund an account at
Mt. Gox and to purchase Bitcoins. 35 In addition, the informant also exchanged
Bitcoins for U.S. dollars that were transmitted back to him through Mutum
Sigillum and Dwolla accounts.3 6 Apparently relying upon, but not citing to,
the FinCEN Guidance, DHS asserted that those transactions demonstrated that
Mutum Sigillum was engaged in "money transmission."3 ' The affidavit noted
that Mutum Sigillum was not registered with FinCEN as required by 31 U.S.C.
§ 5330, and asserted that Mt. Gox consequently was in violation of 18 U.S.C.
§ 1960 and subject to legal penalties. 3 1 One such penalty is the forfeiture of
property as authorized by 18 U.S.C. § 981(a)(1)(A). 3 ' The affidavit noted that
Mutum Sigillum funds were also transmitted through an account at Wells
Fargo and that a separate warrant was issued to seize funds in that account. 40
While law enforcement executed warrants to seize the funds of Mt. Gox located
in the United States, as of June 12, 2013, no indictments of Mt. Gox or its subsidiary Mutum Sigillum have been handed down. Mt. Gox subsequently implemented a new policy requiring identity verification before it would perform
currency deposits or withdrawals. 4 '

C.

DEPARTMENT OF JUSTICE INDICTS LIBERTY
RESERVE FOR MONEY LAUNDERING

On May 28, 2013, the U.S. Attorney for the Southern District of New York
unsealed a criminal indictment charging Liberty Reserve and seven of its principals and employees with operating as an unlicensed money transmitter and engaging in money laundering. 42 The indictment charges the defendants under
18 U.S.C. § 1960 with operating an unlicensed money transmitting business
in violation of 31 U.S.C. § 5330 and its accompanying regulations. 43 Defendants
34. Affidavit in Support of Seizure Warrant at 2, In re Contents of One Dwolla Account, No. 13-1162
SKG (D. Md. May 14, 2013), availableat http://cdn.arstechnica.net/wp-content/uploads/2013/05/Mt-GoxDwolla-Warrant-5-14-13.pdf.
35. Id. at 3.
36. Id.
37. Id.
38. Id. at 1-2.
39. Id. at 4-5.
40. Id. at 4; see also Brian Browdie, Bitcoin Exchange in U.S. Crosshairs Banked at Wells Fargo, AM.
BANKER
(May 16, 2013, 8:43 AM), http://www.americanbanker.conissues/178_95/Bitcoin-exchangein-u-s-crosshairs-banked-at-wells-fargo-1059158-1.html.
41. Press Release, Mt. Gox, Statement Regarding Account Verifications (May 30, 2013), availableat
https://mtgox.com/press release_20130530.html. For more information, see Andy Greenberg, Not So
Anonymous: Bitcoin Exchange Mt. Gox Tightens Identity Requirement, FORBES (May 30, 2013, 12:03 PM),
httpJ/www.forbes.com/sites/andygreenberg/2013/05/30/not-so-anonymous-bitcoin-exchange-mt-goxtightens-identity-requirement/.
42. Press Release, U.S. Attorney's Office, supra note 10.
43. Indictment 1 41-42, United States v. Liberty Reserve, S.A., 13 Crim. 368 (S.D.N.Y. 2013),
available at http://www.justice.gov/usao/nys/pressreleases/Mayl3/LibertyReservePR/Liberty%2OReserve,
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were also charged with conspiracy to commit money laundering in violation of
18 U.S.C. H§ 1956(a)(1)(B)(i) and 1956(a)(2)(B)(i)." Liberty Reserve is alleged
to have been a "financial hub of the cyber-crime world, facilitating ... credit card
fraud, identity theft, investment fraud, computer hacking, child pornography,
and narcotics trafficking."" The government estimated that Liberty Reserve
had 200,000 users in the United States and processed over twelve million transactions a year with a value of more than $1.4 billion.46
Allegedly, Liberty Reserve did not require users to validate their identity, and
criminals created accounts under false names such as "Russian Hackers." 4 7 The
government alleges that Liberty Reserve, in an effort to add an additional layer of
anonymity, did not permit users to transmit funds directly to Liberty Reserve,
but instead required them to make deposits and withdrawals through thirdparty exchanges." Liberty Reserve allegedly recommended third-party exchanges that tended to be unlicensed money transmitters operating without government oversight and that were concentrated in Malaysia, Russia, Nigeria, and
Vietnam." Pursuant to 18 U.S.C. § 982(a)(1), the government seeks forfeiture of
"at least $6 billion" held in accounts in Costa Rica, Cyprus, Russia, Hong Kong,
China, Morocco, Spain, Latvia, and Australia, as well as one account at SunTrust
Bank in the United States. 5 0
Of special interest to followers of cyberspace law, in a declaration filed in support of a post-indictment restraining order, seizure warrant, and injunction
against Liberty Reserve, a Secret Service agent stated that the investigation included execution of "one of the first-ever 'cloud'-based search warrants, directed
to a service provider used to process Liberty Reserve's Internet traffic." 5 ' The
government also sought an injunction preventing Amazon Web Services from
providing services to support Liberty Reserve's website. 52
On the same day that indictment was unsealed, FinCEN issued a notice of
proposed rulemaking to declare Liberty Reserve an institution of primary
money laundering concern under section 311 of the Patriot Act. 5 3 The rule
would prohibit all U.S. financial institutions from maintaining correspondent
relationships with foreign banks that do business with Liberty Reserve. 5 4
%20et%20al.%201ndictment%20-%20Redacted.pdf. The charges also include conspiracy to operate
an unlicensed money transmitter business. Id.
33-40.
44. Id.
1-32.
45. Id. 9.
46. Id. 10.
47. Id.
14 & 19.
48. Id. 16.
49. Id. 18.
50. Id. $ 43.
51. Declaration of Special Agent [redacted] in Support of Ex Parte Application for Post-Indictment
Restraining Order, Seizure Warrant, and Injunction Pursuant to 21 U.S.C. § 853(e) and (f) 1 9, United
States v. Liberty Reserve, S.A., 13 Crim. 368 (S.D.N.Y. 2013), available at httpJ/goo.gl/ba29WV.
52. Id. 74.
53. Imposition of Special Measure Against Liberty Reserve S.A. as a Financial Institution of
Primary Money Laundering Concern, 78 Fed. Reg. 34008 (proposed June 6, 2013) (to be codified
at 31 C.F.R. pt. 1010).
54. See id. at 34009.
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The measure would effectively cut off Liberty Reserve from the U.S. financial
system.55
While the Mt. Gox forfeiture order and the Liberty Reserve criminal indictment are quite different on a number of levels, both use 18 U.S.C. § 1960 to
enforce the registration requirement for MSBs with severe penalties, including
asset forfeiture and additional criminal sanctions. Prosecutors employed essentially the same strategy against e-Gold, which we described and critiqued in
prior surveys.5 6 These actions, following so soon after the publication of the FinCEN Guidance, signal the government's intent to police the virtual currency
market robustly. These methods may be a convenient and effective way for
law enforcement to deal with money launderers, but they have potentially significant collateral effects on small companies and start-ups that wish to operate
within the confines of the law, but lack the resources or the expertise to navigate
such tricky regulatory waters. Establishing appropriate compliance obligations
without stifling innovation in emerging payments technology is always a concern. With regard to virtual currencies, it remains to be seen whether the government has found the proper balance.

111. THE CFPB TWEAKS AND RE-TWEAKS THE
"REMITTANCE TRANSFER" RULE

Responding to industry concerns,5 7 the CFPB has tweaked its February 2012
rule amending Regulation E ("2012 Remittance Rule") 5 8 to implement the crossborder remittance transfer provisions of Dodd-Frank Act's section 1073 5 on
several occasions."o On May 22, 2013, the CFPB amended the 2012 Remittance
55. Chris Cumming, FinCEN Seeks to Deputize Banks in $6B Laundering Case, Am. BANKER (May 28,
2013, 5:59 PM), http://www.americanbanker.comL/issues/178_102/fincen-seeks-to-deputize-banks-in6-billion-laundering-case-1059434-1.html.
56. 2008 Survey, supra note 6, at 248-50; Sarah Jane Hughes, Stephen T. Middlebrook & Broox
W. Peterson, Developments in the Law Concerning Stored-Value Cards and Other Electronic Payments
Products, 63 Bus. LAw. 237, 255-62 (2007).
57. See, e.g., Becky Nelson, CFPB Updates Remittance Rules, CFPB J. (Feb. 8, 2012), http://cfp
bjoumal.com/issue/cfpb-journallarticle/cfpb-updates-remittance-rules; CU Remittance Concerns Aired
at D.C. Symposium, CREDIT UNION NAT'L Ass'N (Apr. 20, 2012), http://www.cuna.org/Stay-Informed/

News-Now/Washington/CU-remittance-concems-aired-at-D-C-symposiumRlCollectionld=5; Letter from
James Aramanda & Paul Saltzman, Clearing House Ass'n, L.L.C., to Richard Cordray, Dir., Bureau
of Consumer Fin. Prot. (Apr. 27, 2012), available at http://www.theclearinghouse.org/index.html?
f=073844.
58. Electronic Fund Transfers (Regulation E), 77 Fed. Reg. 6194 (Feb. 7, 2012) (to be codified at
12 C.F.R. pt. 1005). The 2012 Cyberspace Law Survey analyzed the 2012 Remittance Rule. Hughes,
supra note 1, at 234-37.
59. Dodd-Frank Wall Street Reform and Consumer Protection Act § 1073, 15 U.S.C. § 1693o-1
(2012).
60. Electronic Fund Transfers (Regulation E), 78 Fed. Reg. 30662 (May 22, 2013) (to be codified
at 12 C.F.R. pt. 1005) (promulgating amendments and announcing effective date of October 28,
2013); Electronic Fund Transfers (Regulation E) Temporary Delay of Effective Date, 78 Fed. Reg.
6025 (Jan. 29, 2013) (postponing effective date from February 7, 2013 until amendments proposed
in December 2012 are promulgated); Electronic Fund Transfers (Regulation E), 77 Fed. Reg. 77188
(proposed Dec. 31, 2012) (to be codified at 12 C.F.R. pt. 1005) (proposing additional flexibility regarding the disclosure of foreign taxes and revisions to the error resolution procedures); Electronic
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Rule in three major respects.6 1 These May 2013 amendments (1) permit disclosure of fees imposed and taxes to be collected by any person other than the remittance transfer provider; (2) require disclaimers indicating that the recipient
may receive less than the disclosed total, due to the fees and taxes for which disclosure is now optional; and (3) exempt transactions from the error provision
requirements if funds are deposited into an account other than that of the intended recipient because the consumer-sender supplied an incorrect account
number or recipient institution identifier."

IV. THE CFPB PREEMPTS GIFT CARD ESCHEAT LAWS IN
TENNESSEE BUT NOT MAINE

The Credit Card Accountability Responsibility and Disclosure Act of 2009
("Credit CARD Act")63 amended the Electronic Fund Transfer Act ("EFTA"), 6"
among other things, to prohibit expiry of funds underlying gift cards before
the later of five years from the date of initial issuance of the card or the date
of the last funds loaded onto the card. 65 The EFTA preempts state laws only
to the extent of inconsistency with its provisions, unless the state law is more
protective of consumers. 6 6
Many states require escheat of unused and dormant balances on gift cards
as quickly as two years after issuance or the last value is added to the card.6 7
Fund Transfers (Regulation E), 77 Fed. Reg. 50244 (Aug. 20, 2012) (to be codified at 12 C.F.R.
pt. 1005) (exempting providers of 100 or fewer remittance transfers in each of the previous calendar
year and the current calendar year and offering a six-month transition period for providers that cross
the 100-transaction threshold to come into full compliance with subpart B of Regulation E); Electronic Fund Transfers (Regulation E), 77 Fed. Reg. 6310 (proposed Feb. 7, 2012) (to be codified
at 12 C.F.R. pt. 1005) (proposing exclusion from definition of "remittance transfer provider" of companies that do not provide remittance transfers "in the normal course of business" and refining requirements for "preauthorized" remittance transfers that are scheduled to recur at substantially regular intervals).
61. Electronic Fund Transfers (Regulation E), 78 Fed. Reg. at 30662.
62. Id. The exemption is subject to notice to the consumer-sender prior to the transfer that the
funds could be lost and to reasonable procedures and efforts to verify the accuracy of the recipient
institution's identifying information and to retrieve funds misdirected as a result of incorrect information from senders. Id.
63. Pub. L. No. 111-24, 123 Stat. 1734 (2009) (codified in scattered sections of 15 U.S.C.).
64. 15 U.S.C. §§ 1693-1693r (2012).
65. Credit CARD Act, supranote 63, § 401, 123 Stat. at 1753 (codified at 15 U.S.C. 16931-1(c)(2)(A)
(2012)); see also 12 C.F.R. § 1005.20(e)(2)(i) (2013). The original effective date of the prohibition was
fifteen months after enactment. Credit CARD Act § 403, supra note 63, 123 Stat. at 1754 (codified at
15 U.S.C. § 16931-1 note (2012)).
66. 15 U.S.C. § 1693q (2012).
67. See Electronic Fund Transfers; Determination of Effect on State Laws (Maine and Tennessee),
78 Fed. Reg. 24386, 24387 (Apr. 25, 2013). The CFPB also observed that, following transfer of abandoned funds to a state, "Jilf the gift card holder ... seeks to use the card, State law typically permitsbut does not necessarily require-the gift card issuer to honor the card and to seek reimbursement
from the State. If the gift card issuer opts not to honor the card, the gift card owner can contact the
State to attempt to reclaim the property." Id. at 24387-88. For more analysis of state escheat laws and
related gift card litigation, see Hughes, supra note 1, at 241-42; Sarah Jane Hughes, Developments
in the Laws Governing Electronic Payments, 67 Bus. Law. 259, 277-78 (2011); Sarah Jane Hughes &
Stephen T. Middlebrook, Developments in the Laws Governing Electronic Payments Made Through Gift

The Law of Electronic Payments and FinancialServices

271

These escheat laws conflict with the Credit CARD Act if, after remitting unused
balances to the state, issuers refuse to honor cards. In April 2013, the CFPB determined that the EFTA preempted section 66-29-116 of Tennessee's Uniform
Disposition of Unclaimed Property Act 68 because that section allowed issuers
to decline to honor cards as soon as two years after issuance and relieved
them of liability to consumers. 69 The CFPB concluded that Tennessee's law
"permit[s] cards and their underlying funds to expire sooner than is permitted
under the EFTA and Regulation E."1 0
Maine similarly relieves gift card issuers from liability to card owners after issuers transfer underlying funds to the State.n The CFPB, however, did not preempt Maine's statute,7 2 relying on "communications" with the Office of the State
Treasurer ("Maine's Treasurer") that it instructs gift card issuers who transfer unclaimed funds to the State to honor cards on subsequent presentation "indefinitely" and then to request reimbursement from the State. 73 Maine's Treasurer
apparently persuaded the CFPB that its consumers could use their gift cards for
at least as long as they are guaranteed that right by the EFTA and Regulation E.7 1
Commentators described the CFPB's rationale for not preempting Maine's law
as "novel"7 5 or used words of similar import.7 1
Those commentators criticized the CFPB's position that issuers who honor
cards should look to the state for reimbursement of abandoned funds previously
transferred to the state.77 Some commentators observed that card issuers will be

Cards, Debit and Prepaid Cards, and Direct Deposits of Federal Benefits, 66 Bus. Law. 159, 160-67
(2010).
68. TENN. CODE ANN. § 66-29-135(a) (2004) (providing that card is presumed abandoned if unclaimed two years from issuance); id. § 66-29-116 ("Any person who pays or delivers abandoned
property to the treasury ...

is relieved of all liability . . . which thereafter may arise . .. in respect

of the property."). For discussion of the CFPB's view of Tennessee's law pertaining to cards that cannot be used at multiple, unaffiliated merchants or at automated teller machines, see Electronic Fund
Transfers; Determination of Effect on State Laws (Maine and Tennessee), 78 Fed. Reg. at 24390.
69. Electronic Fund Transfers; Determination of Effect on State Laws (Maine and Tennessee),
78 Fed. Reg. at 24390-91.
70. Id. at 24391; see also 12 C.F.R. § 1005.20(e)(2)(i) (2013) (prohibiting expiry in less than five
years).
71. See ME. REv. STAT.ANN. tit. 33, § 1961(2) (2012) ("A holder who pays or delivers property to
the administrator in good faith is relived of all liability arising thereafter with respect to the
property.").
72. Electronic Fund Transfers; Determination of Effect on State Laws (Maine and Tennessee),
78 Fed. Reg. at 24387.
73. Id. at 24389-90.
74. Id. at 24390.
75. Rick Fischer, Obrea Poindexter, Leonard Chanin & Matt Janiga, CFPB Uses Novel Interpretation, Increases Compliance Burden for Gift Card Issuers Through Its First Preemption Decision, MORRIsON
FOERSTER,
1 (Apr. 23, 2013), http://www.mofo.com/files/Uploads/Images/130423-CFPB-Gift-CardIssuers.pdf.
76. Margo Hirsch Strahlberg & Judith Rinearson, CFPB Issues Preemption Determination Regarding
State Unclaimed Property Laws, BRYAN
CAvE FIN. SERVICES
GROUP, 2 (Apr. 24, 2013), http://goo.gl/V2oXg6
(noting that all twenty public comments delivered to the CFPB supported preemption).
77. See Fischer, Poindexter, Chanin & Janiga, supra note 75, at 3; Strahlberg & Rinearson, supra
note 76, at 2.
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required to pay "twice the value of funds . . . loaded"-once to the state and
again to the card holder-and then seek reimbursement from the state.78

V.

FDIC's ENFORCEMENT OF TREASURY'S
"FEDERAL BENEFITS" RULE EXTENDS REGULATION E's
PAYROLL CARD PROVISIONS To GENERAL PURPOSE
PREPAID CARDS THAT CONTAIN FEDERAL BENEFITS
THE

On May 31, 2013, the FDIC announced settlements with a bank and an affiliated prepaid card issuer for violations of the Treasury Rule, 31 C.F.R. § 210,
which governs the use of the Automated Clearing House system to deliver federal
benefit payments to prepaid debit cards. 79 The FDIC determined that First California Bank ("FCB") and its institution-affiliate, Achieve Financial Services, LLC
("Achieve"), engaged in unfair and deceptive practices in the marketing and servicing of a prepaid, reloadable credit card. 80 The consent orders require FCB and
Achieve to comply with the Treasury Rule (including protections afforded by
Regulation E),81 the guidance offered by the FDIC and the Federal Reserve regarding unfair or deceptive practices, 82 and section 5 of the Federal Trade Commission Act,83 and also to implement extensive auditing and compliance programs." FCB agreed to pay a civil penalty of $600,000 to the FDIC15 and to
oversee (and effectively guarantee) restitution of $1,110,000 for consumers
who used prepaid products marketed by two card issuers. 8 6 The consent orders
effectively establish Regulation E's rules for "payroll cards" as the standard for
general-purpose reloadable ("GPR") cards.87 As a result, it may recluce the
78. Fischer, Poindexter, Chanin & Janiga, supra note 75, at 3.
79. Press Release, Fed. Deposit Ins. Corp., FDIC Announces Settlements with First California
Bank (FCB), Westlake Village, California, and Achieve Financial Services, LLP (Achieve), Austin,
Texas (May 31, 2013), available at http://fdic.gov/news/news/press/2013/prl3045.html.
80. Id.
81. 12 C.F.R. pt. 1005 (2013).
82. Bd. of Governors of the Fed. Reserve Sys. & Fed. Deposit Ins. Corp., Unfair or Deceptive Acts
or Practices by State-Chartered Banks, FIL-26-2004 (Mar. 11, 2004), available at http://fdic.gov/
news/news/financial/2004/fil2604a.html.
83. 15 U.S.C. § 45 (2012).
84. Consent Order, Order for Restitution, and Order to Pay Civil Money Penalty
2-7, In re
First Cal. Bank, FDIC-13-046b (May 28, 2013) [hereinafter FCB Consent Order]; Consent Order,
Order for Restitution, and Order to Pay Civil Money Penalty
4-13, In re Achieve Fin. Servs.,
LLC, FDIC-13-048b (May 28, 2013).
85. FCB Consent Order, supra note 84, T 11.
86. See id. T 8 (requiring FCB to establish, and ensure contribution of $1,100,000 to, an Achieve
Restitution Account); id. 9 (requiring FCB to establish, and ensure contribution of $10,000 to, a
Cornerstone Restitution Account); id. 1 10 (imposing ultimate responsibility for funding and distributing on FCB).
87. 12 C.F.R. § 1005.2(b)(2) (2013) (defining "payroll card account"). For additional discussion
of the application of Regulation E to payroll cards, see Electronic Fund Transfers, 71 Fed. Reg. 51437
(Aug. 30, 2006) (to be codified at 12 C.F.R. pt. 205) (extending Regulation E's coverage to payroll
card accounts established through employers and to which recurring transfers of wages are made);
Electronic Fund Transfers, 59 Fed. Reg. 10678 (Mar. 7, 1994) (to codified at 12 C.F.R. pt. 205) (extending Regulation E's coverage to electronic benefit transfers issued by government agencies). For
additional information on the trend in regulation of benefits paid via prepaid cards and GPR prepaid
cards, see Electronic Fund Transfers (Regulation E), 77 Fed. Reg. 30923 (May 24, 2012) (to be
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need for CFPB regulations related to GPR cards. It also is the first occasion of
which we are aware that an issuer of prepaid cards-FCB-has been pursued
for the faults of its third-party program manager.

VI.

CONCLUSION

Despite attempts at clarification, many ambiguities remain following the FinCEN
Guidance on virtual currencies and the application of the MSB Rule, as discussed
in Part II. In addition to the FinCEN Guidance, virtual currency providers are
also facing potential regulation from the Commodity Futures Trading Commission 88 and from the states.89 These new regulations will add to compliance burdens and present new challenges to these emerging businesses. Prepaid card
businesses also will continue to face uncertainty as they try to unravel the limits
of the preemption authority of the CFPB under the Credit CARD Act, as discussed in Part IV. 90
Greater certainty will flow from other 2013 actions by the federal government,
including publication of the final rule titled Garnishment of Accounts Containing Federal Benefit Payments, 9t the May 2013 amendments to CFPB's remittance
transfer rule described in Part 111,92 and from application of the Treasury Rule
and Regulation E's "payroll card" provisions to federal benefits paid via prepaid
cards discussed in Part V.9 3

codified at 12 C.F.R. pt. 1005) (providing advance notice of proposed rulemaking concerning
GPR prepaid cards); Electronic Fund Transfers, 75 Fed. Reg. 16580 (Apr. 1, 2010) (to be codified
at 12 C.F.R. pt. 205) (defining the term "general-use prepaid cards" for Regulation E purposes).
88. Tracy Alloway, Gregory Meyer & Stephen Foley, US Regulators Eye Bitcoin Supervision, FIN.
TIMES (May 6, 2013, 7:30 PM), http://goo.gl/R7iBlU.
89. Robin Sidel & Andrew R. Johnson, 'Virtual' Currencies Draw State Scrutiny, WALL ST. J. (May 31,
2013, 8:29 PM), http://online.wsj.com/article/SB10001424127887324682204578517604191541808.
html.
90. See supra notes 63-78 and accompanying text.
91. 78 Fed. Reg. 32099 (May 29, 2013) (to be codified at 5 C.F.R. pts. 831 & 841, 20 C.F.R.
pts. 350, 404 & 416, 31 C.F.R. pt. 212 & 38 C.F.R. pt. 1).
92. See supra notes 57-62 and accompanying text.
93. See supra notes 79-87 and accompanying text.

